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This book presents a compilation of collaborations between researchers and practitioners in the fields of
policing and cyber criminology, IT law and security, providing a comprehensive overview of current and
emerging challenges in law enforcement, Al and Digital Society. The advent of Artificial Intelligence (Al),
together with the spread of Internet of Things (10T) devices, is creating smart societies that are increasingly
interconnected. The scope of connectivity, massive rise in the volume of smart devices and growing interfaces
between humans and technology, together with the expansion of Big Data and volumetric metadata generated
and collated, are driving the cultural change toward Industry 4.0. Therefore, in light of do-it-yourself
biohackers trying to become cyborgs, Augmented Humanity (fusion between humans and technology),
governments' utilization of the various technologies (example eHealth), holographic communications, smart
cities / smart societies, cryptocurrencies etc., in the era of Industry 4.0 with Al at its core, enhancing their
policing models has become a priority for governments. As the patterns of crime, policy and technology are
changing in line with smart societies, law enforcement agencies around the world are called upon to formulate
future-ready legislative frameworks, rethink crime prevention, investigatory decision making and predictive
policing, prevent or mitigate potentially devastating cyber-attacks, and ensure the security of operational
capabilities, namely: Command, Control, Communications and Intelligence (C3I)--Back cover
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